




Cryptographic Metapattern

Secrecy with
Authentication

with Appendix

Secrecy with Signature
with Appendix

Secrecy with

Message
Integrity

SenderInformation
Authentication

Message

Integrity

AuthenticationSecrecy

Signature

Signature
Secrecy with



















f(x)

DC

c = C.f(m)

Alice BobB

g(x)

m = D.g(c)

send() receive()

Codifier Decodifier

B.receive(c)

Algorithm
Cryptographic

Alice Bob

f(m)

c

m

g(c)
receive(c)

Codifier Decodifier





Not significant

Supported by line

Supported by Column

M.A. - Message Authentication
I.S. - Information Secrecy
S.A. - Sender Authentication
M.I. - Message Integrity
S.w.A. - Secrecy with Authetication
S.w.I. - Secrecy with Integrity
S.w.S. - Secrecy with Signature
S.w.Ap. - Signature with Appendix
S.S.w.A. - Secrecy with Signature with Appendix

M.A. I.S. S.A. M.I.

S.S.w.A.

M.I.

S.A.

I.S.

M.A.

S.S.w.A.

S.S.w.A. S.S.w.A. S.S.w.A.

S.S.w.A. S.S.w.A.

S.S.w.A.S.S.w.A.

S.S.w.A.

S.S.w.A.

S.S.w.A.

S.S.w.A.

S.w.Ap.

S.w.Ap.

S.w.A.

S.w.A. S.w.S. S.w.I.

S.w.A.

S.w.I.

S.w.S.

S.w.Ap.

S.w.I.

S.w.S.

S.w.A.

S.w.S.

S.w.S.

S.S.w.A.

S.w.A.

S.w.S.S.w.A. S.w.I. S.w.Ap.







m

k1 k2

c = f(m,k1)

m

Alice Bob

c

m = g(c,k2)

DeciphermentEncipherment

Insecure Commu-
nication Channel

adversary





C D

AliceABob

sendMsg() receiveMsg()

Msg = D.decipher(Msgc)

Msgc = C.encipher(Msg)

A.receiveMsg(Msgc)

decipher()

EncipherKey DecipherKey

Cryptographic
Algorithmencipher()

DecipherCipher

Msg

Msgc

Bob AliceCipher Decipher

receiveMsg(Msgc)

encipher(Msg)

decipher(Msgc)



DC

BAlice Bob

Return(Ok)B.receiveMDC(MDC)

MDC = C.calcMDC(Msg) Ok = D.verifyMDC(Msg,MDC)

verifyMDC()calcMDC()

Codifier Decodifier

receiveMDC()
receiveMsg()sendMsg()

sendMDC()

Algorithm
Cryptographic

DecodifierCodifier Alice Bob

Ok

calcMDC(Msg)

receiveMDC(MDC)
MDC

verifyMDC(MDC,Msg)



B Bob

C D

Alice

Return(Ok)

sendMsg()

sendMAC()

receiveMsg()
receiveMAC()

verifyMAC()calcMAC()

Ok = D.verifyMAC(Msg,MAC)MAC = C.calcMAC(Msg)

B.receiveMAC(MAC)

Codifier DecodifierCryptographic
Algorithm

SecretKey SecretKey

DecodifierCodifier Alice Bob

Ok

verifyMAC(MAC,Msg)

MAC
receiveMAC(MAC)

calcMAC(Msg)



Alice BobB

A V

Return(Ok)

sign() verify()

receiveMsg()
receiveSgn()

Ok = V.verify(Sgn)

Sgn = A.sign(Msg)

B.receiveSgn(Sgn)

sendMsg()

Cryptographic
Algorithm

DecipherKey EncipherKey

Signer Verifier

Ok

sign(Msg)

Sgn
receiveSign(Sgn)

verifySign(Sgn)

Alice BobSigner Verifier



DecipherKeySecretKey SecretKey

BobAlice

sendMSG() receiveMSG()

Codifier

verifyMDC()calcMDC()

B

Algorithm
Hash

Co Ci
Cipher

encipher()

Decipher

decipher()

D
Verifier

V

Algorithm
Cryptographic

EncipherKey

sendMAC() receiveMAC()

MSGc=Ci.encipher(MSG)
B.receiveMSG(MSGc)

MSG=D.decipher(MSGc)
return(MSG)

return(Ok)
MAC=Co.calcMAC(MSG)
B.receiveMAC(MAC)

Ok=D.verifyMAC(MSG,MAC)

Ok

verifyMAC(MAC,MSG)

AliceCodifier Cipher

calcMAC(MSG)

MAC

encipher(MSG)

MSGc
receive(MSGc)

receiveMAC(MAC)

Bob Decipher Verifier

decipher(MSGc)

MSG



send()

Alice

encipher()

Cipher

sign()

Signer

DecipherKeyEncipherKey

SC

Algorithm
Signature

Cryptographic
Algorithm

receive()

Bob

EncipherKey DecipherKey

SGN=S.sign(MSG)
SGNc=C.encipher(SGN)
B.receive(SGNc)

SGN=D.decipher(MSGc)
Ok=V.verify(SGN)
return(Ok)

B

V D

decipher()verify()

DecipherVerifier

Signer Alice

SGN

sign(MSG)

Bob 

decipher(SGNc)
receive(SGNc)

SGN

SGNc

encipher(SGN)

Cipher Decipher Verifier

verify(SGN)

Ok



return(Ok)
Ok=D.verifyMDC(MSG,MDC)

MSG=D.decipher(MSGc)
return(MSG)

MDC=Co.calcMDC(MSG)
B.receiveMDC(MDC)

MSGc=Ci.encipher(MSG)
B.receiveMSG(MSGc)

BobAlice

sendMDC()
sendMSG() receiveMSG()

receiveMDC()

Codifier

verifyMDC()calcMDC()

B

Algorithm
Hash

Co Ci
Cipher

encipher()

EncipherKey

Decipher

decipher()

DecipherKey

D
Verifier

V

Algorithm
Cryptographic

AliceCodifier Cipher

encipher(MSG)

MSGc
receive(MSGc)

Bob Decipher Verifier

decipher(MSGc)

MSG

calcMDC(MSG)

MDC
receiveMDC(MDC)

Ok

verifyMDC(MDC,MSG)



Algorithm
Signature

return(Ok)

MDC=S.verify(MDCs)
Ok=D.verifyMDC(MSG,MDC)

Bob

V D

verify()

Verifier
SC

sign()

Signer

EncipherKey

Alice

sendMDC()
sendMSG() receiveMSG()

receiveMDC()

Codifier

DecipherKey

Decodifier

verifyMDC()calcMDC()

MDC=C.calcMDC(MSG)
MDCs=S.sign(MDC)
B.receiveMDC(MDCs)

B

Algorithm
Hash

MDC

verifyMDC(MDCs)

sign(MDC)

MDCs

calcMDC(MSG)

receiveMDC(MDCs)

Alice Bob 

Ok

MDC
verifyMDC(MSG,MDC)

receiveMSG(MSG)
Signer Codifier Verifier Decodifier



Algorithm
Signature

Cryptographic
Algorithm

EncipherKey DecipherKey

encipher()

Cipher

sign()

Signer

DecipherKeyEncipherKey

decode()

DecoderDco

encode()

Encoder E

H=V.verify(Hs)
Ok=Dco.decode(H,Msg)
Return(Ok)

Msg=D.decipher(Msgc)
Return(Msg)

Msgc=C.encipher(Msg)
B.receiveMsg(Msgc)

H=E.encode(Msg)
Hs=S.sign(H)
B.receiveSgn(Hs)

B

V D

decipher()verify()

DecipherVerifier
SC

sendSgn()
sendMsg() receiveMsg()

receiveSgn()

Alice Bob

Ok

receiveMsg(Msgc)

encode(Msg)

H
sign(H)

Hs

verify(Hs)

H
decode(H,Msg)

decipher(Msgc)

Msg

encipher(MSG)

Msgc

Alice Bob VerifierEncoderSigner DecoderEncipher Decipher

receiveSgn(Hs)


